C KaXIbIM TOAOM MOJIOZIC)KU B UHTEPHETE CTAHOBUTCS OOJIbIIE, a CTYICHTHI
OJIHM W3 CaMblX AaKTUBHBIX IMOJb30Barenedl Pynera. Mexay TeM, MNOMHMO
OTPOMHOTO KOJMYECTBA BO3MOXHOCTEHM, MHTEpHET HECEeT U MpoldsieMbl. ITa
naMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOAUThCS B CETH.

KoMmnbrorepabie BUPYChI

KoMmmbroTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IMPOTpamM,
OTJIMYUTEIHHOU OCOOCHHOCTBIO KOTOPOU SIBIISETCS CIIOCOOHOCTh K PA3MHOKEHUIO.
B pononHeHne x 3TOMy, BUPYChl MOTYT MOBPEIUTh WA MOJHOCTHIO YHUYTOXKUTh
Bce (haiiyibl U JaHHBIE, TOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTO ObLIa
3almynieHa 3apaxEeHHas mporpamma, a TakKe MOBPEIUTb WM JaXe YHUUYTOKUTH
OTIEPAIIMOHHYIO CHUCTEMY CO BceMH (haitlaMmu B 1iesioM. B OOJIBIIMHCTBE CiIydacB
pacnpoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

Mertoabl 3a1UThI OT BPEAOHOCHBIX ITPOrpamMm:

1. Hcrnonb3yil COBpeMEHHbIE OINEPAMOHHBIE CHUCTEMbI, HMEIOLIUE
CEPBE3HBIN YPOBEHD 3aIUTHI OT BPEAOHOCHBIX TPOTPamMMm;

2. lloctossHHO ycTaHaBiuBail mayTd (UUQPOBBIE 3aIUIaTKH, KOTOpPbBIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C LIENBI0 JOPAOOTKU MPOTrpaMMbl) U JIpYyrue
OOHOBIIEHUs CBOEM omepanrMoHHOM cuctembl. CkayuBail HMX TOJBKO C
opunmanpbHoro  caiita paspadorunka OC. Ecinm  cymiecTByeT — pexum
aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpE IMOJ IpaBaMU MOJb30BATENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJIBUIMHCTBY BPEJOHOCHBIX MpPOrpaMm
WHCTaJUIMPOBATHCSA HA TBOEM NIEPCOHATILHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKTHI H3BECTHBIX
POM3BOJUTEINEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0as3;

5. Orpanuyb PU3NIECKHUI TOCTYI K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIMIL;

6. Mcnonb3yit BHEIIHME HOCUTENU MH(OpMAIMU, Takue Kak (Iemnika, TucK
WK (aitl U3 MTHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

/. He oTkpbIBaii KOMIBIOTEpHBIC (ailibl, MOJyYEeHHbIE U3 HEHAJAEKHBIX
HUCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIEe MpPUCTAT TBOK 3HAKOMBIH. Jlydille yrouHu
y HEro, OTIPaBJIsI JId OH TeOe uX.

Cern WI-FI

Wi-Fi — 310 He Buja mepenayu JaHHBIX, HE TEXHOJIOTHS, & BCErO JIMIIb
opena, mapka. Eme B 1991 rony Huaepnanjackas KOMIIAHHUS 3aperMCTpUpOBalia
openn « WECA», uto obo3navano cioBocoueranue «Wireless Fidelity», koTopsiii
NEPEBOIUTCS KaK «OeCIPOBOAHASI TOUHOCTD.

Jlo Hamiero BpeMeHu Aouuia apyras ab0peBuarypa, KoTopas SBISETCS TaKou
xKe TexHoyoruend. Jto abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHJIapT BbICHIMK 3BykoBoil TexHuku Hi-Fi, yto B mepeBoxe
03HAYaeT «BbICOKAS TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-A0CTYN B Kade, OTesIX U adpornopTax sSBISETCS
OTJINYHOW BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCHepThl CUMTAIOT,
yT0 o0meaoctynHbsie Wi-Fi ceTu He sBIsitoTCs 0€30TacHBIMU.

CogeTsl 110 0e30macHOCTH paboTe B 00men0cTynHbIx ceTsix Wi-fi:




1. He mepenaBaii cBOIO JTUUHYIO HH(MOpMALIHIO Yepe3 obrienoctynabie Wi-Fi
cetu. PaboTas B HUX, *XenaTelIbHO HE BBOJAUTH MAPOJIM JOCTYyTA, JOTUHBI U KaKHe-
TO HOMEpA;

2. Ucnionb3yit 1 0OHOBJISIM aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. Tem
caMbIM Tbl 00e30macHIllb ce0s OT 3aKaUYKU BUPYCa HAa TBOE YCTPOICTBO;

3. Ilpu wucnonwzoBanuu Wi-Fi otkmoun Qyskiuio «OO0mmit g0CcTynm K
daiinam u npuHTepam». JlaHHas (QyHKIUS 3aKpbiTa MO YMOJYAHHUIO, OIHAKO
HEKOTOPBIE MOIH30BATEIN aKTUBUPYIOT €€ /ISl yI00CTBA UCIIOIB30BaHUS B paboTe
Wi ydeoe;

4. He wucnonw3yit myommuneiii WI-FI nns mepenaum nWYHBIX JaHHBIX,
HAIMpUMED JIJIS1 BBIXOJA B COIMMAIIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Ucnonw3yii Tosibko 3amuiieHHoe coequnenne yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunpHOM Tenedone otkiaroun ¢GyHkiuo «llogkmoueHue k Wi-Fi
aBTomMaTuieckn». He momyckali aBTOMaTMYECKOTO MOJKIIOYEHHS YCTpPOMCTBa K
cetsiMm Wi-Fi 6e3 TBoero cornacusi.

CoumnasnbHbie ceTH

CouuanbHble CETH aKTUBHO BXOJISIT B HAIIly KU3Hb, MHOTHE JIIOJIU PaO0TaIOT
U KUBYT TaM MOCTOSIHHO, a B Facebook y»ke 3apernctpupoBa MUILIHAP/ YETOBEK,
YTO SIBJISIETCS OJHOU CEAbMOMU BCEX KUTEJIEU IIJIaHETHI.

MHorue mojp30BaTeNiu He MOHUMAIOT, 4TO WH(OpMAITUs, pa3MenieHHAs MU
B COIMAJIBHBIX CETAX, MOXKET ObITh HalJEHA W WCIOJIb30BAaHA KEM YTOJHO, B TOM
Yyclie He 00513aTeNbHO C OJaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0€30MMACHOCTHU B COITMATHHBIX CETSIX:

1. Orpanwub CcOucok mpy3eil. Y TeOs B JApPY3bsSX HE JOHKHO OBITh
CIIyYalHbIX U HE3HAKOMBIX JIFOJEH;

2. 3amuuiail CBOIO YacTHYIO >kM3Hb. He ykaspiBail maposu, TeiaedoHbl,
ajapeca, JaTy CBOEro pOXKACHHS U JAPYryl0 JUYHYI0  UHGMOpMAIHUIO.
3710yMBIIIIIEHHUKHA MOTYT UCIIOIb30BaTh Jaxke MHGOPMAIIMIO O TOM, KaK Thl U TBOU
POAUTENH TIIAHUPYETE TPOBECTH KAHUKYIIBL;

3. 3amuuiaii cBOIO pemyTaiuio — JIepKU €e B YMCTOTE U 3ajaBail cebde
BOIPOC: XOTeN ObI Thl, YTOOBI APYTHe MOJb30BATENId BUACIHU, YTO Thl 3arpy’Kaeib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMYyOJIMKOBATh, HAMUCATH U 3arPy3UTh;

4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAELlb, HE UCIIOJIb3YHl CBOE
peanbHOE UMS U JIPYTYIO JUYHYIO WH()OpPMAIUU: UMsI, MECTO JKHTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. Usberaii pasmemenust ¢ororpaduii B IHTEepHETE, TIe THI M300pakeH HA
MECTHOCTH, 110 KOTOPOH MOKHO OTPEIEIUTh TBOE MECTOIOJIOKECHUE;

6. Ilpu peructparum B COIMAIBHOW CETH HEOOXOAMMO HCIIOIh30BAThH

CJIOJKHEIC H&pOJII/I, COCTOJIIINE U3 6YKB nu HI/I(I)p " C KOJIMYECTBOM 3HAKOB HC MCHEC
8;

/. Jlns comuanbHOM CETH, TMOYTHI W JPYIHMX CaWTOB HEOOXOIUMO
HCIIOJIB30BaTh pa3Hble Mapoiu. Toraa eciau Te0st B3J0MAIOT, TO 3JI0YMBIIIICHHUKA
MoJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIEKTPOHHbIE JeHbIH

DNEeKTPOHHBIE JIEHbIM — 3TO OYEHb YAOOHBIM CHOCOO TUIaTeXel, OJHAKO
CYILIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT IMOJYYUTh 3TH AEHBIH.

DJIIEKTPOHHBIE IEHBI'H MOSIBUINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTMX FOCYyAapCTBax J0 CHUX ITOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, Te
UX Pa3leiSII0T HAa HECKOJbKO BUJIOB — AHOHMMHBIE U HE aHOHHWMHbIE. Pa3zHuna B
TOM, YTO AHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peliaercsl MpOBOJUTH ONEpaluu
0e3 wuaeHTH(PUKAUNA TIOJH30BATENs, & B HE AHOHUMHBIX WIACHTU(UKAITUN
MOJIB30BATEIS SIBISETCS 00513aTEIBHOM.

Taxxke crnemyer pasnmuyaTh DJJIEKTPOHHBIE (QuaTHBICE JCHBIH (PaBHBI
TOCYJapCTBEHHBIM BAJIOTaM) W JJICKTPOHHbIE He(HUaTHBIC IEHBIH (HE pPaBHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHON paboTe C AEKTPOHHBIMHU JICHbrAMU:

1. IlpuBsku K cueTy MOOWIBHBIM TenedoH. ITO caMblii yIOOHBIH U
OBICTPBIA CMOCOO BOCCTAHOBUTH JOCTyN K cuery. llpuBsizannblii Tenedon
MOMOJKET, €ciu 3a0y/elllb CBOW IUIATEeXKHbIM Mapojb WM 3aiJiellb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Wcnons3yih onHopazoBeie mapoiu. [locie mepexoja Ha YCHUIIEHHYIO
aBTOpU3aIMi0 TeOe yke He OyneT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEKHOIO MapOJIs;

3. Beibepu cnoxuselii maponb. [IpectynHukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIM MapoJib. HanexxHble maponm — 3TO MApPOJU, KOTOPBIE COAEPKAT HE
MeHee § 3HAKOB U BKJIIOYAIOT B ceOs CTPOUYHBIE W MPOMUCHBIE OYKBBI, IU(PPHI U
HECKOJIbKO CMMBOJIOB, TaKH€ KaK 3HaK J0JuIapa, PyHTa, BOCKIUIATEIHHBIA 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOU JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE TOBEPSIEIIIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MO0YTa — 3TO TEXHOJIOTUS U MPENOCTABIISIEMbIE €10 YCIYTH MO
NEPECHUIKE U MOJYUYEHHUIO 3JEKTPOHHBIX COOOLIEHUH, KOTOPBIE PACTIPEEISIOTCS B
KOMIIBIOTEPHOU CETH.

OOBIYHO SJIEKTPOHHBIN MOYTOBBIA SIIIUK BBITJSIUT CIEIYIOUIUM 00pa3oM:
UMs_T0JIb30BATENSI(@WUMS_JTIOMEHA.

Takxke KpoMe mepefayd IMpPOCTOrO0 TEKCTa, HMEETCS BO3MOXKHOCTb
nepeaaBaTh (ailibl.

OCHOBHBIE COBETHI 110 06€30MacHOM PabOTe C INEKTPOHHON MOYTOM:

1. Hago BBIOpaTh NpaBUIBHBIM TOYTOBBIA cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BHIOOP OECIUTATHBIX TIOYTOBBIX CEPBUCOB, OJTHAKO JTYUIIE TOBEPATH TEM,
KOTO 3HA€Illlb U KTO NIEPBBIM B PEUTUHIE;

2. He yka3pIBaii B IMYHOM mouTe JuuHyto uHopManuto. Hanpumep, myurine
BBIOpaTh «MY3bIKaJIbHBIA (haHaT@» uin «pok2013» BMecTo «Temal3y;

3. Hcnonb3yil ABYXATAlHYI aBTOPU3AIMIO. DTO KOIJa MOMHUMO MapoJis
HY>KHO BBOJUTH KO/JI, TpUChUIaEMbIi 0 SMS;

4. BoiOepu COXKHBIN Maposib. st KaXa0ro Mo4YTOBOIO SIIMKa JI0KEH ObITh
CBOM HAJEXKHbIN, yCTOWYUBBIN K B3JIOMY I1apOJib;




5. Ecnu ecTh BO3MOXXHOCTH HamucaTh CaMOMY CBOUM JIMYHBIA BOMPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTB;

6. Hcnmonb3yil HECKOJIBKO TIMOYTOBBIX SIIMKOB. IlepBwlii 11 YacTHOM
MEPEINNCKU C aJpecaramMu, KOTOPhIM Thl JOBEPSCIIb. JTO AJIEKTPOHHBIN aapec He
HAJI0 UCTIOIB30BATh MPU PETUCTPAIIMU Ha OopyMax U CalTax;

/. He orkpeiBaii (ailyibl U Jpyrue BIOKEHHSI B MUCbMAaxX Ja)Xe €CIH OHHU
OPUILUIA OT TBOUX Jpy3ell. Jlydile yTouyHM y HUX, OTHPABISUIM JIM OHU TeOe 3TU
(aiinbr;

8. Ilocne oxoHuaHusi pabOTHI Ha TMOYTOBOM CEPBHUCE IMEpel 3aKpPhITHEM
BKJIAJIKHM C CAUTOM He 3a0y/Ib HAKaTh Ha « BEIATHY.

KubepOy/uIMHT WM BUPTYaJbHOE U3/1€BATeIbCTBO

KubepOynmuar —  mpecieoBaHUE  COOOIICHUSMH,  COJCPKAIIUMHU
ockopOIieHus, arpeccuto, 3aIyTUBaHNUE; XyJINTAHCTBO; COLIMAJIBHOE
OOMKOTUPOBAHUE C TTOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 00pb0E ¢ KMOEPOYIITUHTOM:

1. He Gpocaiicst B 60it. JIyumiunii crioco6: mocoBeToBaThCs Kak ceOst BECTH H,
€CJIM HET TOro, K KOMYy MOKHO OOpaTHThCS, TO BHayajue yCHoKouTbcs. Eciau Tbl
HaYyHElIb OTBEYaTh OCKOPOJEHUSIMU HAa OCKOPOJIEHHUsS, TO TOJBKO emie OoJbliie
Pa3zoACKeEIIb KOH(IIHUKT;

2. YrpaBiisiii cBoel KubeppernyTaimei;

3. AHOHUMHOCTb B ceTH MHUMas. CyIlecTBYIOT CIOCOOBI BBIACHUTBH, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He cTtouT BecTH XyJHTaHCKWil 0o0pa3 BUPTyalbHOHM >ku3HH. HTEpHET
¢ukcupyeT Bce TBOM JACWUCTBUA M COXpaHsSET HX. YJAIUTh HUX OyJneT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobmroiait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enunuunbiii HeratuB. OJHOpa30Bble OCKOPOUTEIbHBIC
cooOuIeHust Jyuiie urHopupoBaTb. OOBIYHO arpeccusi MpeKpalaercs Ha
HayaJbHOM CTaIuu;

/. «banb» arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU,
B COIIMAJbHBIX CETSIX €CTh BO3MOXHOCTbh OJIOKMPOBKM OTMIPABKH COOOIICHHH ¢
ONPEICIICHHBIX aJIPECOB;

8. Ecnu 1bI cBUeTens kubepOyiuHra. TBOU JeHCTBUS: BBICTYNIUTH MTPOTUB
npecieioBaTens, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAIOTCS HETraTUBHO,
NOJIIEPKaTh KEPTBY, KOTOPOW HYyKHA IICHUXOJIOTMYECKas IMOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHHS B CETH.

MoOuabHbIi TesieoH

CoBpemennble cMapT(HOHBI U TUTAHLIETHI COJIEPKaT B c€O€ BIIOIHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYPHpPOBaTh CO CTAIl[MOHAPHBIMU
KoMIibloTepamMu. OJJHAKO, CPEACTB 3aLIUTHI JJI OJ00HBIX YCTPOUCTB MOKA OYEHb
Maso.

TecTupoBaHne W TOWUCK YA3BUMOCTEM B HHUX [MPOUCXOJUT HE TaK
uHTeHCUBHO, Kak aiis [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.




CoBpemeHnHble MOOWJIBbHBIE Opay3epbl yKe MPaKTUYECKH JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHHe (QYHKIMOHAIa BIIEYET 3a COoOOM
OOJIBIIYIO CJI0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOMU3BOAMTENN BBIMTYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIUE
KPUTUYECKUE YSI3BUMOCTH ISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJis 0€30MaCHOCTU MOOUIILHOTO TesiedoHa:

1. Huyero He sBisieTcsi mo-HacTosimieMy OecraTHbIM. Bynb ocTOposkeH,
BeJlb KOTJIa TeOe mpejyiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TJIATHBIC YCITYTH;

2. Jymaii, mpexnae yeM oTtnpaButb SMS, ¢doto umu Buaeo. Thl TOUHO
3HAEIllb, I'/I€ OHU OYAYT B KOHEUHOM UTOre?

3. HeoO6xoammo 0OHOBIISITH OTIEPAITMOHHYIO CHCTEMY TBOET0 CMapT(hoHa;

4. Vlcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIJ1s1 MOOWMITBHBIX TeNe(hOHOB;

5. He 3arpyxaii npuioxeHusi OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPpaMMHOE 00eCIIeYEHUE;

6. [Tocne Toro kax Thl BEIMJEIIB C CaliTa, I/I€ BBOJWI JIMUYHYIO HH(OPMAIHIO,
3alijIu B HACTPOMKM Opaysepa u yaaiau cookies;

7. Tlepuoauyecku MNpoBepsid, Kakue IUIATHbIE YCIYTM aKTUBHUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBail cBOil HOMEp MOOMJIBLHOTO TelePOHA TOJIBKO JIFOJISIM, KOTOPBIX ThI
3HaelIb U KOMY JI0BEpsICIlIb;

9. Bluetooth momken ObITH BBIKIIOYEH, KOT/Ia Thl UM HE MOJb3yernibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAHH-UTPBl — 3TO KPAacOYHbIE, 3aXBaTbIBAIOIIUE
pa3BieUeHUsl, OOBEIUHAIONIME COTHH ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCJENYIOT JaHHBbIA UM MUp, OOHIAIOTCSA JPYr C JIPYrOM, BBIMOJHSAIOT 3aJlaHus,
CpaXKaroTCsi C MOHCTPAMHM M IMOJY4YarOT OMNbIT. 3a YAOBOJBCTBUE OHU IJIATAT:
MOKYNAaloT AUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIUU.
Bce atu cpenctBa MayT Ha NMOAAEPKAHUE W PA3BUTHE UIPHI, a TAKKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBIITYCKAIOTCS HOBBIE
naTyu (LU@pOoBbIE 3aMJIATKU JIsl IPOrPaMM ), 3aKPbIBAIOTCS YSI3BUMOCTU CEPBEPOB.
B momo0HBIX Wrpax CTOMUT OIAacaTthbCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA
Urp.
OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA:

1. Ecaun npyroit urpok BeneT ceOs MI0X0 WM CO3JaeT Tebe HEeMPHUITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxamylics agMUHHCTpAaTOpaM UIPhl Ha IIJIOXO€ TMOBEACHHE 3TOTO
UTPOKa, KEIATENBHO MPUIIOKUTh KaKUE-TO JO0Ka3aTENbCTBA B BUJE CKPUHOB;

3. He yka3spiBait muuHy0 nHOpMaInio B podaiisie urpsi;

4. VBaxkaii Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeoduimaabHble MaTYU U MOJIbI;

6. Mcrionb3yii ciioskHbIE U pa3HbIe MapoIIy;




/. Jlaxxe BO BpeMsi UTpbl HE CTOMT OTKJIIOUaTh aHTUBUpYC. [loka T
Urpaelllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WM KPaKa JUYHBIX JAHHBIX

OOBbIYHON Kpaskel JAEHET U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yJIMBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JI0yMBIIUIEHHUKH NEPEMECTUINCh B
UHTEPHET, U MPOJOJDKAOT 3aHUMAThCSI «IFOOMMBIMY JIEJIOM.

Tax mnosiBuiach HOBasl yrpo3a: MHTEPHET-MOUIEHHMYECTBA WM (DUIIMHIY,
TJIaBHAs 1€7b KOTOPOTO COCTOMT B TOJYYEHUH KOH(GUIACHIMAIBHBIX JaHHBIX
M0JIb30BaTENe — JIOTUHOB U maposieil. Ha anrnuiickoM si3pike phishing unraercs
kak gumuHr (o1 fishing — pe16Has noBis, password — mapoip).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Thl mojio3peBaeliib, YTO TBOS aHKETa
Obuta  B3JIIOMaHa, TO He0OXonuMO 3a0JOKHMpOBaTh €€ U COOOIIUTH
aJIMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnionb3yi 6e3omacHble BEO-CalThl, B TOM UMCIIE€, UHTEPHET-Mara3uHoB U
IIOUCKOBBIX CHUCTEM;

3. Hcnone3yil crnoxHble U pa3Hble naposuu. Takum oOpasom, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH IOJIy4aT JOCTYN TOJbKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3nOManu, TO HEOOXOAMMO NpPENyNpeIuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBIEHbl y T€Os B IPy3bsiX, O TOM, YTO TeOs B3IOMAIH H,
BO3MO>KHO, OT TBOETO UMEHU OYAET pacChlIaThCs CIIaM M CChUIKM Ha (DUITMHTOBBIC
CaUThI;

5. YcranoBu HaaexHbIi napoas (PIN) Ha MOOHIIBHBIN Tene(oH;

6. OTKiII04YM cOXpaHEeHHe Mapodisi B Opaysepe;

7. He otkpbiBaii (aiiibpl U Apyrue BIOKEHHUS B MUCHhMax AK€ €CIU OHH
OPUILUIM OT TBOMX JApy3eil. Jlydie yTo4HM y HUX, OTHPABISIIM JIM OHU TeOE 3TU
Gbaiiisr;

Mudposas penyranus

[udposas penyrainusi — 3TO HeraTUBHAs WM MO3UTHBHAs WUH(OpMaIus B
cetu o Tebe. Kommpomerupyromias uHbopmaiiys, pa3MelleHHass B HHTEPHETE
MOKET Cepbe3HBIM 00Pa30M OTPA3UTHCS HA TBOEH pealbHOM KU3HHU.

«IudpoBas penyrauus» — 3TO TBOM UMUK, KOTOPbIM dopMHpyeTCcs U3
uHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo IKUTENhCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJIOKECHHE,
0COOCHHOCTH XapakTepa U paccKaszbl 0 OJIM3KUX — BCE ITO HAKATUIMBACTCS B CETH.

MHorue MmOAPOCTKH JIETKOMBICJIEHHO OTHOCSTCS K MyOJUKalUW JIMYHOU
uHpopMaiuu B MHTepHETE, HE MOHMMAas BO3MOXKHBIX MOCHeACTBUN. Thl qaxke He
CMOJKEIIIb JTOTaaThCs 0 TOM, 4To (oTorpadusi, pa3MenieHHas 5 JeT Ha3aj, cTajia
NPUYMHON OTKAa3a MPUHATH T€0s HA paldoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduil U Ipyrue AeMCcTBUS MOTYT
HE MCYE3HYTh Ja)xe MOcie TOro, Kak Thl MX yAauuiib. Thl HE 3HaElb, KTO
coxpaHui OJTy wuH(MoOpmanuio, TMomajga Jd OHAa B TOHUCKOBBIE CHUCTEMBbI U
COXpaHWJIach JI OHA, a IJIaBHOE: YTO MOAYMAalT O TeOe OKpyKarollee JIIOIH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh MHPOpMaALIMIO MHOTO JIET CIYCTS CMOKET



Ar000M — KakK U3 100phIX MOOYKIEHUH, TaK U C HAMEPEHUEM MPUIUHUTH BPEI. ITO
MOKET OBITh KTO yT'OJTHO.
OCHOBHbBIE COBETHI IO 3aLTUTE IIMPPOBON pEryTaIUN:

1. [Toxymaii, mpexe 4em 4To-TO MyOJIMKOBATh U TiepeaBath y ceOst B Oyiore
WIN B COLUAIIHON CETH;

2. B mnactpoiikax mpoduiis yCTaHOBH OTPaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIIs U €ro COAEPKUMOTO0, ClIeNNail ero TOJIBKO «IJIs IPY3en»;

3. He pa3memiaii u He yka3piBail HHPOpMAIHIO, KOTOPas MOXET KOTo-Tudo
OCKOPOJISITH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJBHUKA — AaKTUBHBIE TMOJb30BaTeNu IUGPOBOTO
npoctpancTtBa. OAHAKO JajdeKo HE BCE 3HAIOT, YTO TMOJIb30BAHHME MHOTMMHU
BO3MOXKHOCTSIMH ~ IIU(PPOBOrO  MHpa  TpeOyeT  CcoOMoaeHuss TpaB  Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun «uHTEIIEKTyalbHAs COOCTBEHHOCTB» OTHOCHTCA K DPAa3IMYHBIM
TBOPEHHSIM 4EJOBEYECKOI0 yMa, HauyuHas C HOBBIX HM300pETEHHH M 3HAKOB,
0003HaYaIOMIUX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH , ¥ 3aKaHUMBasi KHUTAMHU,
¢dororpadusamu, KUHOGUIBMAMU U MY3bIKaJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TpaBa — 3TO IpaBa Ha MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha
NPOM3BEACHUS HAYKHU, INTEPATyPhl U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYHNAlOT B KayecTBe TapaHTHH TOrO, 4YTO
MHTEJJICKTYalbHBIM/TBOPUECKUI TPy aBTOpa He OydeT HampacHbIM, JACT €My
CIpaBeIJIMBBIE BOBMOXKHOCTHU 3apaboTaTh Ha Pe3ysibTaTaX CBOETO TPy, MOJIYYUTh
U3BECTHOCTH U MIPU3HAHUE.

Hukto 06e3 paspemienuss aBTopa HE MOXET BOCIHPOU3BOIUTH €O
IPOM3BENIEHUE, PAaCHpPOCTPAHATh, MYyOJUYHO JIEMOHCTPUPOBAThH, IPOJIABATH,
UMIIOPTUPOBATH, yCKaTh B HpOKaT, nyOJINYHO UCTIOJIHATD,
MOKa3bIBaTh/UCTIONHATH B 3(pupe uinm pazmemats B IHTepHeTe.

Hcnonp3oBaHne  «IHUPATCKOrO» MPOTPAMMHOTO  OOECIIEYEHUS MOKET
IOPUBECTH K MHOTMM pHCKaM: OT TOTepU JaHHBIX K TBOMM aKKayHTaM [0
OJIOKMPOBKH TBOETO YCTPOWCTBA, I'/l€ YCTAHOBIIEHHBIN HE JIeTalibHas Mporpamma.
He crour Takke 3a0bIBaTh, 4YTO CYIIECTBYET JierajbHble M OecIIaTHbIC
IpOTpaMMbl, KOTOPbIE MOXKHO HAlTH B CETH.

O noprane

CereBru4oK.p(h — TBOI ITIaBHBIM COBETYHK B CETU. 371€Ch Thl MOXKEIIb y3HATh
0 0€30MacHOCTH B CETU MOHSATHBIM M JOCTYIHBIM SI3bIKOM, a IPU BOSHUKHOBEHUU
KPUTHUYECKON CUTyallMM OOpaTUThCA 3a COBETOM. A TakXKe MPHUHITh y4yacTHE B
KOHKYpCax M CTaTh CAaMbIM ITU(PPOBBIM IpaskJaHUHOM !



